RequestingtalNAP User Accounit

This Quick Reference Card outlines the process for requesting and obtaining a NAP User Account and Temporary NAP Password.
It also explains how to change your Temporary NAP Password and how to setup your Challenge Questions.

To request a NAP User Account 4 On the the User Information tab on Request User Account
An asterisk (*) denotes a required field. dialog box, complete the following information about your

1 Start your Internet browser, type https:/nap.nwcg.gov/NAP/ requ.est, and then click I
in the Address bar, and then press [Enter]. - First Name* - Agency*

) h ine dialog b N ccont | - Middle - Office Number*
On the Government Warning dialog box, click Bl _ Last Name* ~Mobile

3 On the NAP Home screen, click [zh RequestUseraccount | - Job Title - Fax
- Employee Type* - Email*.
- Organization Unit*

@ @ nttp://nap.nweg.gov/NAP/ HL-¢ H (2 NAP - NESS Application Po. ‘ ‘

NAP 1323

Government Warning

Unauthorized access to this United States Government Computer System and software is
prohibited by Title 18, United States Code 1030

This statute states that Whoever knowingl, o intentionally accesses a computer without
authorization or exceeds authorized access, and by means of such conduct, obtains, alters,
damages, destroys, or discloses information or prevents authorized use of (data or a computer
owned by or operated for) the Government of the United States shall be punished by a fine under
this it o imprisonment for not more than 10 years, or both

Al activiies on this system and network may be monitored, intercepted, recorded, read, copied,
or captured in any manner and disclosed in any manner by authorized personnel. THERE IS NO
RIGHT OF PRIVACY ONTHIS SYSTEN. System personnel may give to law enforcement officials
any potential evidence of crimes found on this USDA computer system.

USE OF THIS SYSTEH BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES
CONSENT TO THIS HONITORING, INTERCEPTION, RECORDING, READING, COPYING OR
CAPTURING AND DISCLOSURE. REPORT UNAUTHORIZED USE TO AN INFORMATION
SYSTEHS SECURITY OFFICER.

Privacy Policy Information related to this application and applications accessed through this web
portal can be found at

hitp:wwwfs fedus/privacishiml

>) @ niy//napweg gov/NAP/#moduieiD= O ~ C) | @ NAP - NESS Application Po. ‘ ‘
NAP 1323

Message Board Crins | pesswrs: U ]

NAP-PROD LOG-ON ASSISTANCE
For log-on assistance, please contact the IIA Help Desk at 1-866-224-7677.

Supported Applications

oss Resource Ordering and Status System

s Weather Information Management System

Request User Account
User Information

o’ Step 1 - Enter User Information

First Name: %

wade: [

Last Name: %

sobtes |

omcenumber [ ) - Jec[ ]

)

fac ()

E-Mait
Employee Type: % | PermanentfFull-Time -

Enter all or part of your Organizational Unit name. For example:
Pacific Ranger District or Pacific o Ranger District
Willamette National Forest or Willamette or National Forest.

Organization Unit

Agency:

Helpdesk: 866-224-7677
email: helpdesk@dms.nwcg.gov Proceed to next page




RequestingtalNAP User Accounit

To request a NAP User Account - continued

5 On the Applications Requested tab, click the Application
Access drop-down arrow, and then click the Application of

your choice.
6 Click the Instance drop-down arrow, click the Instance(s)
check box(es) of your choice, and then click [ Next>> |

7 On the Identity Verification tab, complete the following
contact information for the manager or supervisor who will
verify and approve your request

- Contact’s First Name*
- Contact’s Last Name*
- Phone Number*.

- Title*
- Email*

Request User Account

User Information Applications Requested
o Step 2 - Requested Standard andior Privileged AccountAccess to the following application instances

Request a Privileged Account enly when you will be executing administrative or escalated tasks, suj ser
account management, in the requested application
\

Application Access: ROSS-Resource Ordering and Status System -

Instance: 3 ICBS-Interagency Cache Business System

8 To add additional Contact(s) who can validate your
request for a NAP User Account, click € and then
complete the Contact Information as shown in the step #7.

9 When finished adding all Contact Information, click ==

10 On the Identity Verification tab, click the Identity
Verification Contact drop-down arrow, click the Contact of

your choice, and then click ==

If you specified only one manager or supervisor in step #7, you
can skip this step!

Proceed to next page

Select the applications you need to
perform your job. If you have any

IWADMIN-INCIWEB Administration

Enter the individual who ca OIS-Organization Information System
yourself. (Agency employes
contracting office personn
WINS-Weather Information Management System

Contact's First Name: *\ } Title: *\

Contact's Last Name: % | | EMmail k|
PhoneNumber: () . |ea[ |

o

You cannot verify your own request
for a NAP User Account.

Request User Account

User Information Applications Requested

o’ Step 2 - Requested Standard andior Privileged AccountAccdss to the following application instances
Request a Privileged Account only when you wil be execuiing apministrative or escalated tasks, such as user
account management, in the requested application

Application Access: | ROSS-Resaurce Ordering and Stktus System -

Instance: % [ PROD (Standard) -]

Enter the individual who can validate your need to access this\application. You CAN NOT validate
yourself. (Agency employees: enter manager or supenvisor, ctors: enter your government
contracting office personnel.) 7

Contact's First Name: Title: %[ Supervisor

EMail: 31 -

Contact's Last Hame: %/’

J
J
Phone Humber: (s e [Ex [

]>

User Information

questions contact the supervisor
who verifies your request.

Request User Account

Applications Requested

Step 2 - Requested Standard andior Privileged Account Access to the following application instances

Request a Privileged Account enly when you will be executing administrative or escalated tasks, such as user
account management, in the requested application.

[
Application Access: | ROSS-Resource Ordering and Status System \ 6

Instance: % | PROD (Standard)

[ selectan
Enter the individual who c:

yourself. (Agency employee 7] PROD (Privileged)
contracting office personn:

Contact's First Name:

L L
Contact's Last Name: 3 [ EMail: %
Phone Number: 3

Request User Account

User Information Applications Requested Identity Verification Summary

o Step 3 - Select Identity Verification Contact
Selectthe individual who can validate your identity and the need for a NAP account

Select from the Application Verifiers entered on the previous page.

Identity Verification Contact: 3| ™

Contact's First Name: Title:  Supenvisor

Contact's Last Name: E-Mail: -

Phone Number:




Date: 12/12/2014
ERSION: 1.3.2.3

D MG 2EE &1 WAL LT (A G - @Rl e 13 Click to close your Internet browser.
11 On the Summary tab, click IEZS
12 To log off the NAP environment, click

Q) Once you complete your request notify your supervisor.
on the NAP Your supervisor will verify your request and then contact

Navigation Panel. the Helpdesk, which finalizes and validates your request.

Request User Account
User Information Applications Requested Identity Verification [ On conﬁrmation and
9) Step 4 - Review Summary appVOVal OfyOMr request,
User Information: . . .
kT you will receive two email

: messages from donotreply@

Employee Type:  PermanentiFull-Time

Application Instances Requested: ROSSﬁLD [Stamem)w s }’lWCg.gOV. One message
\dentity Verification Contact: l'dentl'ﬁes your new NAP

User Account and the other

identifies your Temporary

NAP password.

®

© NAP - NESS Application Portal - Windows Internet Explorer

@Q-\g https://nap.nwcg.gov/NAP/#modulelD=NESSHomeMoadule -8 ‘ @‘ w,‘x H | Bing

‘ File Edit View Favorites Tools Help

7. Favorites 95 ] Web Slice Gallery

= ~  »
@ NAP - NESS Application Portal f v~ B v (= @ v pagev Safety~ Tools~ @~

NAP Message Board

a) NAP-PROD LOG-ON ASSISTANCE

Home For log-on assistance, please contact the A Help Desk at 1-866-224-7677.

€ NAP - NESS Application Portal - Windows Internet Explorer

@Uv \@ hitps://nap.nweg.gov/NAP/#modulelD=NESSHomeModule - & | & ‘ oY ‘ X H | Bing

@ ‘ File Edit View Favorites Tools Help

9.¢ Favorites © 3 ] Web Slice Gallery »

>

Logout @ NAP - NESS Application Portal oo~ v 5] # v page~ Safety~ Tools~ (@~

Government Warning

Unauthorized access to this United States Government Computer System and software is
prohibited by Title 18, United States Code 1030,

This statute states that: Whoever knowingly, or intentionally accesses a computer without
authorization or exceeds authorized access, and by means of such conduct, obtains, alters,
damages, destroys, or discloses information or prevents authorized use of (data or a computer
owned by or operated for) the Gavernment of the United States shall be punished by afine
underthis title or imprisonment for not more than 10 years, or bath

All activities on this system and network may be monitored, intercepted, recorded, read, copied,
or captured in any manner and disclosed in any manner by authorized persennel. THERE IS
NO RIGHT OF PRIVACY ONTHIS SYSTENM. System personnel may give to law enforcement
afficials any potential evidence of crimes found on this USDA computer system

USE OF THIS SYSTEW BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES
CONSENT TO THIS MONITORING, INTERCEPTION, RECORDING, READING, COPYING OR
CAPTURING AND DISCLOSURE. REPORT UNAUTHORIZED USE TO AN INFORMATION
SYSTEMS SECURITY OFFICER

Privacy Pelicy Information related to this application and applications accessed through this
‘web portal can be found at

http:/iwwwfs fed.usiprivacy.shtm!

Decline

/' Trusted sites | Protected Mode: Off

Once you obtain your NAP User
Account(s) and Temporary.NAP
Password(s), proceed to page 4!
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Once you obtain your NAP User Account(s) and Temporary NAP Passwords, you can now set up your new NAP User Account!

To set up your new NAP User Account 4 On the Change Password dialog box, perform the following,

When you log on to NAP for the first time you must change and then click IES

your Temporary NAP Password and specify your Challenge - in the Current Username text box, type your Temporary

Questions. NAP Password

- in the New Username text box, type Your New NAP
Password

- in the Confirm Password text box, re-type Your New
2 On the Government Warning dialog box, click [[E2d NAP Password.

1 Start your Internet browser, type https://nap.nwcg.gov/NAP/
in the Address bar, and then press [Enter].

3 On the NAP Home screen, perform the following, and then
click
- in the Enter Username text box, type your NAP User
Account Name

- in the Enter Password text box, type the Temporary Proceed to next page
NAP Password.

’éﬁNAP\— NESS Application Portal - Windows Internet Explorer (1\

NAP Passwords must be 12 to 32 & (L)~ @] hiwsinap.nwcg gouNAP #modulelD=NESSHomeModule - 8B x|Esn
characters in length and contain [ Fie Edit View Favortes Tools Help

a combination of one upper-case L LR

letter, one lower-case letter, one
number, and one special, non-
numeric character (!@#3%"*)
Do not user <, >, or &

. o »
@ NAP - NESS Application Portal - v (=] @ v Page~ Safety v Tools+ (@~

Government Warning

Unauthorized access to this United States Government Computer System and software is
prohibited by Title 18, United States Cade 1030

This statute states that Whoever knowingly, or intentionally accesses a computer without

1uet, obtains, alters,
@ NAP - NESS Application Portal - Windows Internet Explorer ==l é} 2 0f (data or a computer

s punished by a fine
@Ov ‘@ https://nap.nwcg.gov/NAP/#modulelD=NESSHomeMoadule - % ‘ ] ‘ 4 ‘ x || | Bing o -

‘ File Edit View Favorites Tools Help

recorded, read, copied,
ersonnel. THERE IS
tolaw

system

¢ Favorites 53 €| Web Slice Gallery v
: ED, CONSTITUTES

, — ®
4 NAP - NESS Application Portal o v =] @ v Page '@' Tools~ @~ | | NeoRmon

UL Message Board | [ Retrieve 3 Reset + ReauestUserAccount | [ | | cessed through this

NAP-PROD LOG-ON ASSISTANCE
For log-on assistance, please contact the IIA Help Desk at 1-866-224-7677.

Dedline

NESS Application Portal Supported Applications

INCIWEB Administration
InciWeb Administration Site

Q}cé_}@genq Cache Business System

Organization Information System

/ Trusted sites | Protected Mode: Off

oIs

/ Resource Ordering and Status System — 4

ROSS Current Password: #| | AP requires a sttong password that contains at
—_— least 12 tharacters and mustinclude atleastthe

following: 1 upper case letter(s), 1 lower case

letter(s}, 1 numher(s) and 1 special {non-

B alphanurmeric character(s). Previously used

Confirm Password: *l ‘ passwords may not be used

Change Password

New Password: *l ‘

\Weather Information Management System

Save

/' Trusted sites | Protected Mode: Off



https://nap.nwcg.gov/NAP/
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To set up your new NAP User Account - continued

5 On the Challenge Questions tab on the Edit MY Standard
User Account dialog box, click the 1. Select your first
Challenge Question drop-down arrow, and then click the
Challenge Question of your choice.

6 In the first Answer text box, type the Answer to Your
Challenge Question.

7 Click the 2. Select your second Challenge Question
drop-down arrow, and then click the Challenge Question of
your choice.

8 In the second Answer text box, type the Answer to Your
Challenge Question.

Set Challenge Questions

By sefting your Challenge Questions, you will be able to retrieve your username or resetyour passward. When
recovering your username, you will have to provide your email address and answer one of the following questions
and your username will be sentto your email address. Ifyou have forgotten your password, you will need to enter
your username and answer one of the challenge questions, and atemporary password will be sentte your email
address

1. Select your first Challenge Question: *[ In what city does your nearest sibling live ?

Answer: *[r . e

9 Click the 3. Select your third Challenge Question
drop-down arrow, and then click the Challenge Question of
your choice.

10 In the third Answer text box, type the Answer to Your
Challenge Question.

11 When finished setting up all Challenge Questions, click [EXS
12 On the Rules of Behavior dialog box, click

You may now: access and log
into your NAP application!

2. Select your second Challenge Question: *[ In what city was your father born?

Answer: *[ -

3. Select your third Challenge Question: *I In what cily was your mother born?

Answer: *I"‘ -

Rules of Behavior X

Notice to User Account __________ ___ i

You must accept the fallowing Rules of Behavior prior to being granted access fo the NESS Portal and applications.
Please read and confirm your acceptance before proceeding.

Statement of Information Security Responsibilities for

Users of US Forest Service Managed Systems

lacknowledge that | understand and agree to comply with US Forest Service (USFS) and

USDA information security policies and procedures, as well as with Federal, State, and

local laws. |am responsible to:

¥ Take appropriate measures to protect information from US Forest Service Applications
from unauthorized access. This includes (where applicable) applying security measures
to protect sensitive information stored on my computer, on other electronic devices, or
on other media such as CDs, DVDs, and paper.

* Sign off or electronically lock the computer before leaving it unattended.

* Comply with physical security standards and procedures, including taking appropriate

measures to protect computer equipment and other electronic devices from theft,
damage, or unauthorized use.

* Comply with established password standards and procedures specified by the
Federal Government.

* Verify that automatic virus protection is enabled on the computer in use (e.g.,
Symantec).

* Ensure if | am working remotely {those who operate portable computer systems in an
alternate workplace, [e.g. home computers]), | take the same precautions as required of
users of stationary systems to protect the software, anD information stored on the computer.

* Promptly report all suspected security incidents to the Application Helpdesk.

Al
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